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+ Privacy and noatification: This includes required
data breach notifications to customers and other
affected parties, which are mandated by law in many
jurisdictions, and credit monitoring for customers
whose information was or may have been breached.
- Lawsuits and extortion: This includes legal expenses
associatedwiththerelease of confidentialinformation
and intellectual property, legal settlements and
regulatory fines. This may also include the costs of
cyber extortion, such as from ransomware.

Keep in mind that cyber insurance is still evolving.
Cyber risks change frequently, and organizations
tend not to report the full impact of breaches in
order to avoid negative publicity and damage the
trust of customers. Thus, underwriters have limited
data on which to determine the financial impact of
attacks. Essentially, the true risk of cyberattacks is not
completely understood.

What to look for as a cyber insurance buyer

Lots of well-known insurance companies offer
cyber insurance policies, such as Allianz, Chubb
Philadelphia and Travelers, to name a few. Insurance
industry watchers believe that clients will soon
expect cyber insurance to part of every business
insurer’s product line. However, like any business
insurance, cyber insurance coverage varies by insurer
and policy.

When comparing policies among insurers, find out
if they cover all of the items listed in the previous
section and inquire about the following special

circumstances and limits:

+Does theinsurance company offer one or more types
of cyber insurance policies or is the coverage simply
an extension to an existing policy? In most cases, a
stand-alone policy is best and more comprehensive.
Also find out if the policy is customizable to an
organization.

- What are the deductibles? Be sure to compare
deductibles closely among insurers, just like you do
with health, vehicle and facility policies.

« How does coverage and limits apply to both first
and third parties? For example, does the policy cover
third-party service providers? On that note, find out if
your service providers have cyber insurance and how
it affects your agreement.

+ Does the policy cover any attack to which an
organization falls victim or only targeted attacks
against that organization in particular?

« Does the policy cover non-malicious actions taken
by an employee? This is part of the E&O coverage
that applies to cyber insurance as well.

« Does the policy cover social engineering as well as
network attacks? Social engineering plays a role in all
kinds of attacks, including phishing, spear phishing
and advanced persistent threats (APTs).

- Because APTs take place over time, which can be
months to years, does the policy include time frames

within which coverage applies?
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What is cyber insurance?

A cyber insurance policy, also referred to as cyber risk
insurance or cyber liability insurance coverage (CLIC),
is designed to help an organization mitigate risk
exposure by offsetting costs involved with recovery
after a cyber-related security breach or similar event.
With its roots in errors and omissions (E&O) insurance,
cyber insurance began catching on in 2005, with the
total value of premiums forecasted to reach $7.5
billion by 2020. According to PwC, about one-third
of U.S. companies currently purchase some type of
cyber insurance.

The numbers indicate that organizations are seeing
a need for cyber insurance, but what does it cover?
Cyber insurance typically covers expenses related to

first parties as well as claims by third parties. Although

there is no standard for underwriting these policies,
the following are common reimbursable expenses:

- Investigation: A forensics investigation is necessary
to determine what occurred, how to repair damage
and how to prevent the same type of breach from
occurring in the future. Investigations may involve
the services of a third-party security firm, as well as
coordination with law enforcement and the FBI.

« Business losses: A cyber insurance policy may
include similar items that are covered by an errors &
omissions policy (errors due to negligence and other
reasons), as well as monetary losses experienced by
network downtime, business interruption, data loss
recovery and costs involved in managing a crisis,

which may involve repairing reputation damage.
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What Is an Insurance Underwriter?

Insurance underwriters are professionals who
evaluate and analyze the risks involved in insuring
people and assets. Insurance underwriters establish
pricing for accepted insurable risks. The term
underwriting means receiving remuneration for the
willingness to pay a potential risk. Underwriters use
specialized software and actuarial data to determine
the likelihood and magnitude of a risk.

Insurance underwriters evaluate the risks involved in

insuring people and assets and establish pricing for

a risk.

Underwriters in investment banking guarantee a
minimum share price for a company planning an IPO
(initial public offering).

Commercial banking underwriters assess the risk of
lending to individuals or lenders and charge interest
to cover the cost of assuming that risk.

Insurance underwriters assume the risk of a future
event and charge premiums in return for a promise
to reimburse the client an amount in the event

damage Or occurs.
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Understandably, insurers are mired in immediate issues.
Challenges regarding legacy IT systems, changing reg-
ulations, rising competition and low consumer trust all
loom large in the traditional insurer’s windshield. As a
result, many incumbents have not created a digital vi-
sion to guide their activities or are not making decisions
to move the organization toward that vision. The critical
first step is to create both this vision and a clear road-
map for the way forward.

Next, insurers need to address four key components of

their business:

1. Shifting product mindset. Most insurers today think
about specific product lines instead of the needs of the
customer buying the product. Insurers must shift their
focus to consumer needs and anticipate how changing
behaviors will create new product opportunities.

2. Seeking technology partnerships. Building or buying
technological solutions may no longer be the best op-
tion. Instead of developing an in-house solution, com-
panies should consider partnering with insurtech and
fintech companies who can provide immediate digital
capabilities.

3. Addressing backend processes. Legacy processes can
be a stumbling block in the road to change. While more
insurers offer digital products, few have reengineered
their backend to match, which is inefficient and increas-

es the risk of error. Insurers must address these gaps and

take advantage of opportunities to improve their digital
processes.

4. Creating a culture of innovation. There is nothing
that an insurer does today that cannot be innovated,
transformed or entirely rethought with enabling tech-
nology. However, an organization-wide cultural change
is required to seek and embrace this innovation. From
the C-suite to the mailroom, insurers must encourage
their employees to look out for innovation opportuni-
ties, with KPIs to measure performance and incentives
to spur action. This type of culture will also help insurers
take considerable strides in attracting and retaining dig-

ital talent.

There is no direct path

In an inherently risk-averse industry, many insurers have
approached digital innovation with caution and even
hesitance. Yet a basic, step-by-step approach to innova-
tion as part of pilot programs and discrete innovation
groups will achieve one result only: being left behind.
Disruptive change is already happening in the industry,
driven by new and developing technologies. Digital in-
surers, fintechs and insurtechs that are unencumbered
by legacy systems, processes and people are already
pushing the boundaries and leading the industry. This
change will only accelerate. Embracing disruptive inno-
vation at a cultural level is a significant challenge — but

it is better than the inevitable alternative.
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way forward. So, how can an organization meaningfully

pursue digital innovation that challenges the industry?

Understanding the potential depth of change
Customer needs are changing, with digital products and
purchase options becoming more essential to the mod-
ern consumer. Yet the different technologies used for
digital services have varying levels of business impact.
When we look at the potential of digital innovation,
there are three levels that companies can aim for: basic,
transformative and disruptive.

Basic innovation is using digital means to replace or sim-
plify existing processes. Today’s examples include pro-
cess automation, chatbots, cloud computing and Al tri-
aging high-volume, low-value claims. These areas bring
incremental improvements that deliver short-term ben-
efits and is where most insurers are focusing the majori-
ty of their time and attention today.

In contrast, transformative innovation can potentially
change the way insurers interact with their customers.
Key to this transformation is a shift from a product-cen-
tric to a customer-centric approach, in which insurers
use Al, big data and analytics to understand customers
and provide data that allows decision-makers to act
quickly.

This approach does not only help insurers understand
how to better reach potential markets and through

what channels, but also offers the ability to design tai-

lored products based on customers’ needs. On-demand
coverage is an important first step on this journey.
Another way is by using technology to support a mind-
set shift from protection to prevention. For example, an
insurer in Singapore is providing affordable insurance to
diabetics while helping individuals manage their condi-
tion. Using portable monitors that track health informa-
tion like blood sugar, heart rate and weight, the insurer
can lower their risk profile while providing coverage to
an underserved market. Other examples include mo-
bile risk alerts based on a consumer’s location, to health
trackers that notify pregnant women of potential issues
before their unborn child is at risk.

Disruptive innovation is both the most meaningful and
challenging level for insurers to achieve. Instead of us-
ing a specific technology, disruptive innovation creates
a vision for a new insurance business model that is sup-
ported by technology. Today’s business models will no
longer exist in tomorrow’s digital landscape, because
insurers must evolve to survive. To achieve this vision of
an insurer at the front end of a customer’s daily trans-
actions — such as new purchases, travel or trips to the
doctor — the insurer must reconsider the way it oper-
ates from the ground up. Therefore, using technology
becomes the means to achieve that clear and specific

business vision rather than a goal in and of itself.

How should an insurer move forward?
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The digital transformation of insurance

In the disruption era, insurance executives have realized
that quick-win strategies and just doing more of the
same is unsustainable. The window of opportunity for
digital transformation and future-readiness is now.
This article examines how insurers can get fit for digital
through the three levels of innovation — basic, transfor-
mative and disruptive. Disruptive innovation is the most
meaningful and challenging level to achieve, and here
we outline the four key business components that insur-
ers must address to move forward and stay competitive
in today’s market:

« shift from a product mindset

- seek technology partnerships

+ address backend processes

- create a culture of innovation.

The future insurer will look drastically different than to-
day’s incumbent model. Technology can fundamentally
change not only how consumers perceive and interact
with their insurers but also the role that insurance plays
in their everyday life. Instead of insurance being a back-
end purchase in the wake of decisions about home,
health, travel and more, it could become a major part of
the front-end ecosystem.

We are already witnessing the first steps towards this

change — but significant challenges are barring the
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No money for successful team

Generally, living costs increasing within the crisis as
opposed to companies’ market share and revenues that
decreasing based on that most employees start asking

for some salary increases.

The companies will be unable to encounter many
problems as the unexpected qualified employees’
turnover or the constraints of attracting new comers

especially qualified persons.

Based on that most companies initiated to bridge
up a full motivation plan with the aim of mitigating
operational risks and start to think about how they could
motivate their employees to become a winning team
without increasing salaries or increasing administrative

expenses.

“No money” is one of the mainstays of this plan and

at the same time money is nice but it is not enough

By: Dr. Maher Sinjar

to motivate employees. It is good to state that some
employees get high salaries but they leave their jobs to

find new roles with another companies.

Therefore, managers should master the art of motivation,
and they are responsible for increasing the feelings of
being a part of an extraordinary high performance team,
feelings of being proud of what we did; feelings of being
a part of this company, feelings of being productive
employees and an added value to the job.

Near future will be for the Values- based-management
diagram, which depends on value creation in each
processes and mitigating all type of risks based on used
qualitative and semi qualitative methods for risk analysis
and based on motivation golden triangle: People -

processes —rewa rd.
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any insurance policies taken out by you or taken out in
your favour.

Notify the insurer. If said loss could fall under the cover-
age, then you should notify it and file a claim with the
insurer without delay.

What types of insurance policies could the coronavirus
trigger?

There are several types of insurance policies that could

be triggered, a.o.:

Life and pension insurance

Standard life insurance, which covers death, will also
cover the insured in the event of death caused by a dis-
ease, such as the coronavirus. In principle, death as a re-
sult of an epidemic or pandemic is not excluded from

coverage.

Pension insurance schemes usually provide for surviv-

ing dependant’s pensions and partner pensions.

Hospitalisation insurance

Hospitalisation insurances provide cover in the event
that the insured is hospitalised in Belgium. If one is hos-
pitalised abroad, cover depends on the general terms

and conditions of the insurance contract.

Disability (or incapacity) insurance

Regarding disability (or incapacity) insurances, the inca-
pacity resulting from being infected by the coronavirus
should be covered. By contrast, anyone who is placed
in quarantine as a (voluntary) precautionary measure,
without being ill, does not seem to benefit from disabil-

ity (or incapacity) insurance coverage.

Travel insurance (cancellation and assistance)
Standard travel cancellation insurance does not cover
pandemics per se: cancelling a trip because the coro-

navirus outbreak has spread to the country you had

planned to visit, is thus not covered. It will only cover
the cancellation if the insured is infected with the coro-
navirus prior to departure, just as coverage would be
granted to such person for any other medical reasons.
However, some insurers offer more extensive types of
coverage, e.g; cancellation of travel due to official an-
nouncement from the authorities warning or discourag-
ing travel to the purported destination (in that respect
it is noteworthy that on March 14th the Federal Govern-
ment published a general negative advice for any travel
abroad).

Most travel assistance insurance policies will cover med-
ical and ancillary expenses that have been incurred be-
cause of a coronavirus infection, just as they cover the

same expenses incurred because of other diseases.

Nevertheless, most travel insurances exclude losses re-

sulting from events that were known or foreseeable.

Business interruption insurance

Business interruption insurance covers the actual loss
of income that a business sustains due to the necessary
suspension of its operations. It may be covered as part
of a company’s commercial property insurance or via
a separate policy. It is usually triggered when the sus-
pension is caused by “direct physical loss, damage or de-

struction to property”

It can be questioned whether said physical loss- require-
ment will be fulfilled in the event of a business interrup-
tion caused by the coronavirus. However, it must be not-
ed that business interruption policies often provide for
an “interruption by civil or military authority”-extension
(covering business interruptions due to the mere fact
that the government restricts the access to the insured’s

premises).
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Coronavirus and insurance

The coronavirus will impact almost all aspects of the in-
surance sector and will trigger many insurance policies.
It is important to analyse your insurance policy terms
and conditions and to determine whether and to what

extent you are covered.

What impact will the coronavirus have on the insurance
sector?

Any pandemic (such as the coronavirus) is, by virtue of
its tremendously large scale, apt to affect a multitude of
insurance lines (life & pension insurances, health care
and hospitalisation, but also some types of property in-
surance) and thereby have a serious impact on the in-
surance sector. From a technical standpoint, assessing
the frequency and (certainly) the impact of pandemics
is a tall task for insurers and reinsurers, as trustworthy

actuarial data are lacking to a large extent. However, it is

certain that the coronavirus pandemic will raise unseen
legal questions about insurance coverage and that coro-

navirus-related litigation will emerge.

How to determine whether there is any insurance cov-
erage?

The coronavirus is impacting businesses in various ways.
In order to identify any available insurance coverage, it

is important to:

Determine the impact of the coronavirus on your par-
ticular business or activities. You should first of all define
the loss you are suffering as a result of the coronavirus
(e.g. incurring of medical or repatriation costs, cancella-
tion or interruption of business, default of certain busi-
ness partners, etc.).

Review insurance policy terms and conditions. Second-

ly, you should check whether the loss is covered under
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